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Selected vulnerabilities

Scan details

Scan information

Start url https://urbanindragiripress.com/
Host https://urbanindragiripress.com/
Threat level

Acunetix Threat Level 1
One or more low-severity type wulnerabilities have been discovered by the scanner.

Alerts distribution

Total alerts found 3
© High 0
Medium 0

© Low 1
2

@ Informational



Alerts summary

© Cookie(s) without HttpOnly flag set

Classification

CVSS2

CWE
Affected items
Web Server

(0 Broken links

Classification

CVSS2

CWE
Affected items
Web Server

(© Email address found

Classification

CVSS2

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined



Target Distribution: Not_defined

Base Score: 0.0
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
CVSS3 User Interaction: None
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CWE CWE-200
Affected items Variation
Web Server 1



Alerts details

(© Cookie(s) without HttpOnly flag set

Severity Low
Reported by module Crawler
Description

This cookie does not have the HTTPOnly flag set. When a cookie is set with the HTTPOnly flag, it instructs the browser that the
cookie can only be accessed by the server and not by client-side scripts. This is an important security protection for session
cookies.

Impact

None

Recommendation

If possible, you should set the HTTPOnly flag for this cookie.

Affected items

Web Server

Details

Not available in the free trial
Request headers

Not available in the free trial

@ Broken links

Severity Informational
Reported by module Crawler
Description

A broken link refers to any link that should take you to a document, image or webpage, that actually results in an error. This page
was linked from the website but it is inaccessible.

Impact

Problems navigating the site.

Recommendation
Remove the links to this file or make it accessible.

Affected items

Web Server

Details

Not available in the free trial
Request headers

Not available in the free trial

@© Email address found



Severity Informational

Reported by module Scanner

Description
One or more email addresses have been found on this page. The majority of spam comes from email addresses harvested off the
internet. The spam-bots (also known as email harvesters and email extractors) are programs that scour the internet looking for

email addresses on any website they come across. Spambot programs look for strings like myname@mydomain.com and then
record any addresses found.

Impact
Email addresses posted on Web sites may attract spam.

Recommendation

Check references for details on how to solve this problem.

References

Anti-spam techniques (https://en.wikipedia.org/wiki/Anti-spam_techniques

Affected items

Web Server

Details

Not available in the free trial
Request headers

Not available in the free trial



Scanned items (coverage report)

https://urbanindragiripress.com/



